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Abstract

Adversarial attacks on financial sentiment analysis models are a critical area of research within NLP.
We introduce a novel white-box attack method that leverages a pre-trained general-purpose lan-
guage model to generate high-quality and human-imperceptible attacks. Unlike existing methods
that rely on training specialized adversarial models or computationally-intensive gradient optimiza-
tion routines, our approach employs carefully-designed instructions and a novel embedding-similarity
function to maintain semantic integrity while producing linguistically rich adversarial samples with-
out requiring ground-truth sentiment labels. Our results, obtained from attacking FinBERT and
FinGPT models across three public datasets, demonstrate significant performance degradation for

the two models, with MAE values reaching 0.67 and 0.48, respectively.
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Chapter

Introduction

Adversarial attacks on language models are becoming a significant area of research in Natural Lan-
guage Processing (NLP), particularly in the context of Large Language Models (LLMs). By ex-
ploiting vulnerabilities in language models trained for specific or general tasks, attackers can inflict
financial losses (Xie and Wang, 2022), disrupt business operations, breach data privacy (Usynin
et al., 2021)), spread disinformation, and obtain harmful or sensitive information (Zou et al., 2023).
Therefore, understanding the failure modes of these models is crucial for identifying and mitigating

vulnerabilities in NLP systems.

Financial sentiment analysis models, which interpret complex and often subtle linguistic cues from
vast amounts of unstructured data to influence sentiment-driven financial decisions, embody a critical
application of NLP where the stakes are particularly high. In the financial sector, the development
of models that are resilient to adversarial attacks becomes increasingly crucial. This necessity stems
from the growing reliance on automated processes within the industry, which demands not only
accurate but also secure NLP applications to maintain trust and efficacy in numerous decision-

making processes.

In finance, these processes are mostly driven by classification tasks, such as fraudulent transaction
identification, credit scoring, risk classification, named entity recognition and sentiment classification,
many of which are used to interpret and monitor the financial markets. The specialized and intricate

language used in finance has so far prompted structured or controlled adversarial attack approaches



for these classification tasks in an attempt to maintain the semantics of the input financial texts as
much as possible. Many general-purpose character-level techniques are unsuitable for this reason as
they pose the risk of generating semantically or factually incorrect text. Word-level attacks do enforce
semantic similarity by carefully choosing the words to be replaced (e.g., using synonyms) or removed,
which is usually achieved using gradient-based optimization techniques. This is why, they have been
favored over other approaches so far in the financial domain (Xie and Wang, 2022; Leippold, 2023).
However, these methods only encompass a restricted subset of all conceivable semantically-consistent

attack strategies, highlighting the need for more effective alternatives.

Sentence-level attacks attempt to address this limitation by allowing for broader perturbations such
as syntactic changes, sentence paraphrasings or addition of suffix phrases (Iyyer et al., 2018; Wang,
Pei, et al., |2020; Zou et al., [2023). However, most of these methods train a purpose-built adversary
model, which is time-consuming and costly to do, and may lack the advanced language articulation

capabilities necessary for paraphrasing complex and nuanced financial texts effectively.

In this thesis, in contrast to many current adversarial attack methodologies, we introduce a sim-
ple but effective white-box approach that obviates the need for training a specialised adversarial
model or dependence on gradients and complex optimization schemes, which are computationally
expensive and necessitate a training dataset. Instead, our method utilizes an existing pre-trained
general-purpose language model (GPT-40) to generate high-quality, human-imperceptible attacks.
By employing meticulously designed instructions for generating and filtering adversarial samples, and
incorporating a novel embedding-similarity-based loss function, we enforce semantic integrity while
producing syntactically diverse and linguistically rich samples. Our approach does not rely on target
(ground-truth) classification labels, and instead, aims to alter the response of the classification model
in their absence. This is particularly relevant in finance as such labels are frequently unavailable to

the attackers and the public in many practical scenarios.

We demonstrate the effectiveness of our approach for the financial sentiment classification task by
conducting adversarial attacks on two financial models, FinBERT and FinGPT, using three public
datasets. One of these datasets is employed for fine-tuning the models, while the other two remain
unseen by them. Our results indicate that the responses of FinBERT and FinGPT are respectively

altered in approximately 50% and 40% of the samples from the unseen datasets, and in 20% and



30% of the samples from the fine-tuning dataset. Despite not relying on ground truth sentiment
labels, our attack results in more than 20% drop in accuracy for both models on the samples they

were fine-tuned on.

In the subsequent chapters, we begin with an overview of recent adversarial attack techniques on
classification LLMs that are relevant to our work. In we detail our approach, and
in we describe our experimental setup involving the datasets and LLM models utilized.
presents our results and findings, including the identified failure modes of the two financial
models attacked. Finally, we summarize our conclusions in [Chapter 6|and discuss potential directions

for future research.



Chapter

Literature Review

In this section, we give a general overview of recent textual adversarial attacks on NLP classification
models including both general purpose and finance-specific ones, the latter of which has a rather
limited number of examples. In the following, we first start with local approaches involving character-
level attacks and then gradually move on to more global ones including word-and sentence-level

attacks.

2.1 Character-Level Attacks

Character-level attacks involve perturbations of certain characters in the original text to trick a text
classifier into giving an incorrect output. This is typically done by first identifying important charac-
ters, tokens or words and then altering them using predetermined rules, which involve character-level

substitutions, deletions, insertions and swapping.

A notable example of a character level perturbation method is HotFlip (Ebrahimi et al., [2017)),
which functions under white-box settings. It uses a gradient-based optimization technique on the
one-hot representation of the input text to identify the optimal character changes. Conversely,
Charmer (Abad Rocamora et al., 2024)) operates under black-box settings by only observing the
output predictions of a text classifier. It first finds the most impactful character positions to modify

by maximizing a loss function between the target labels and the model predictions.
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In contrast to these approaches that focus directly on characters for perturbations, DeepWord-
Bug (Gao et al., [2018) first identifies important words using a rule-based function that evaluates the
model multiple times for each word. It then applies pre-defined transformations such as character
swaps and substitutions to mislead the classifier. Similarly, TextBugger (Li, Ji, et al., 2018]) first
finds important words, in both white-box (using the Jacobian matrix of the classifier) and black-
box (using model predictions) scenarios, and then chooses an optimal perturbation strategy that

preserves semantic similarity between the original and the perturbed words.

Although these techniques achieve high performance on several textual datasets, some of the ad-
versarial samples they generate look unnatural and are human perceptible as they do not resemble

human-generated typos.

2.2 Word-Level Attacks

Unlike character-level attacks, which involve altering individual characters as the atomic building
blocks of language, word-level attacks involve manipulations through word insertions, deletions, or
replacements. A pioneering work in this category utilizes the targeted model’s gradients (Papernot
et al., 2016) to find the optimal world-level attack. More specifically, it computes the Jacobian
matrix to generate adversarial samples that deceive the model while minimizing the number of word
replacements to the original text. However, the attacks generated by this approach are often human

perceptible due to the semantic inconsistencies it introduces.

Similarly, the method proposed in (Samanta and Mehta, [2017) adopts a gradient-based approach,
called Fast Gradient Sign Method (FGSM), to rank the words according to their contributions (i.e.,
importance) towards the predicted class label. It then iterates over the ranked words and performs
perturbations on each until the model’s prediction changes. Despite employing various heuristics to
maintain the semantic meaning of the sentences, the resulting attacks remain limited in ensuring

semantic consistency.
Among the black-box techniques, a notable approach (Alzantot et al., 2018) leverages a genetic
algorithm that evolves a population of perturbed examples across multiple generations while incor-

porating Euclidean distance and GloVe word-level embeddings (Pennington et al., 2014)) to maintain
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semantic integrity. Likewise, TextFooler (Jin et al., 2020)) adopts a rule-based black-box strategy,
utilizing importance-based word substitution. It utilizes word embeddings to extract synonyms for
word replacement and the Universal Sentence Encoder (USE) (Cer et al., |2018)), which provides
sentence-level embeddings to assess the semantic similarity between the original and modified sen-

tences.

The introduction of pre-trained deep architectures for language, such as BERT, marked a shift in
NLP research from rule-based to more automated methods. BERT-Attack (Li, Ma, et al., 2020) and
BAE (Garg and Ramakrishnan, [2020) were among the initial studies to exploit BERT’s capabilities
to develop word-level attacks. These works leverage BERT’s context-sensitive prediction abilities to
craft adversarial samples that are semantically consistent with the original samples. More specifically,
BERT-Attack focuses on identifying important key words and employs BERT’s Masked Language
Model to generate suitable word substitutions. Analogously, BAE adopts a comparable strategy but

extends its perturbations to include both word replacements and insertions.

Another recent approach that rely on BERT to preserve semantic consistency is GBDA (Guo et al.,
2021)). However, in contrast to BERT-Attack and BAE, which generate a single adversarial attack in
a black-box setting, GBDA generates a distribution of adversarial samples through a gradient-based
optimization technique. In estimating this optimal adversarial distribution, the method minimizes
a differentiable triple-loss function including attacked model’s adversarial loss, a semantic similarity
loss based on BERT embeddings and a language fluency loss based on perplexity. However, despite
the use of the fluency and semantic similarity terms, the generated attacks still exhibit distorted

semantics as shown by their examples.

In the financial domain, existing approaches has so far concentrated mostly on world-level attacks.
This is partly because many character-level methods cannot be readily applied to the financial corpora
since they run the risk of altering the financial sentiment of the original samples. A straightforward
example to this is altering the numerical values or adding (or removing) a negative sign before a

number.

For this reason, the specialized language used in finance has led to adversarial attack approaches

that employ a more structured or controlled methodologies. For instance, the world-level approach
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of (Xie and Wang, 2022) formulates the adversarial attack on directional stock forecast models as a
combinatorial optimization problem defined over both the textual and temporal dimensions. It solves
this problem by using a sophisticated gradient based optimization algorithm that finds the optimal
tweets, words and their replacements (or deletions). As with several other earlier approaches, it uses

GLoVe embeddings (Pennington et al., 2014)) to ensure the semantic similarity for word replacements.

The method of (Leippold, 2023) employs more direct optimization-free approach using GPT-3 (Brown
et al., [2020)) to craft word-level adversarial samples. It reveals the capabilities of large language
models in generating high-quality adversarial attacks as well as the vulnerabilities of keyword-based
approaches used in financial sentiment analysis. The method first identifies the negative words in the
input financial sentences by using a negative subset of the financial words dictionary (LM) introduced
in (Loughran and Mcdonald, [2011). It then generates a list of synonyms for these words using the
GPT-3 model while adhering to the financial context of the input sentences, and subsequently filters
out those synonyms that also exist in the negative LM subset. Finally, it prompts GPT-3 again to
replace the original negative words with the remaining synonyms while preserving the context and

meaning with correct grammar.

Word-level attacks often produce more natural and semantically-preserving results than character-
level ones, particularly with recent advancements in the LLM domain. However, within the space
of all possible semantically-consistent attacks, these methods still represent only a small subspace,
leaving considerable room for improvement. Sentence-level attacks, described in the following section,

attempt to address this gap.

2.3 Sentence-Level Attacks

The primary feature of sentence-level attacks is that they apply at a broader level over the input
text compared to character and word-level attacks. This includes comprehensive modifications such
as controlled structural alterations (syntactic changes), sentence paraphrases and addition of new
phrases to the beginning or end of a sample to confuse the classifier while maintaining its target

category label (i.e., ground truth class).

A prominent method explored in the literature involves generating sentence paraphrases. Syntacti-
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cally controlled paraphrase networks (SCPNs) represent one such approach (Iyyer et al., 2018). It
trains a neural encoder-decoder network that generates rephrasings of the original sentence while ad-
hering to predetermined syntactic structures. The output of this network are then post-processed to
filter out semantically invalid paraphrases using n-gram overlap and paraphrastic similarity obtained

from a pre-trained sentence embedding model (Wieting and Gimpel, [2018).

Analogous to SCPNs, T3 (Wang, Pei, et al., [2020) framework also utilizes an encoder-decoder archi-
tecture but introduces a tree-based design, which leverages the structural and contextual elements
of text. The tree-based encoder embeds discrete text into a continuous space which allows to search
for adversarial perturbations in word or sentence level. The tree-based decoder is then used to map
perturbed embeddings back to adversarial sentences while seeking to preserve both the semantic

content and syntactic structures of the original input.

Similarly, the black-box approach of (Zhao et al., [2018) relies on a training an adversary model that
aims to keep the semantic meaning intact. However, instead of an encoder-decoder architecture,
it uses Generative Adversarial Networks (GANs) to create adversarial samples for various tasks
including textual entailment. It achieves this by training a generator and a critic sub-network, where
the generator creates a text sample from an input noise with a certain probability distribution and
the critic attempts to distinguish it from real samples. It also trains an inverter network which can
map a given text sample back to the noise space. At inference time, the method first runs an input
sample through the inverter, perturbs the resulting noise vector and passes it to the generator to
create an adversarial sample that is semantically close to the original input. This approach has been
used in the finance domain to perform fine-tuning of existing models on the generated adversarial
samples to improve their classification performance for stock sentiment prediction (Wang and Gan,

2023).

The literature on sentence-level attacks in classification tasks is limited, whereas such attacks are
more prevalent in downstream NLP tasks. For instance, the addition of irrelevant sentences has been
explored as an attack method in question answering (Jia and Liang, 2017)), and white-box gradient-
based methods (Cheng et al.,2019)) have been applied in neural machine translation. These examples
illustrate the diversity of approaches in sentence-level attacks across various NLP applications beyond

the classification-related ones.
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Contrary to many earlier sentence-level techniques, we propose a simple white-box adversarial at-
tack approach, which does not require training a task-or domain-specific adversary model, and in-
stead, leverages existing pre-trained general-purpose LLMs for generating high-quality and human-
indistinguishable attacks. Through the use of carefully-crafted LLM instructions and a new embedding-
similarity based loss function, we enforce semantic similarity while generating linguistically rich at-
tack samples that are hard to correctly classify by specialized and relatively smaller financial models.

The next chapter will formalize our approach and outline the detailed steps involved.



Chapter

Methodology

Our approach leverages existing powerful general-purpose LLMs that exhibit a proficient command
of the English language to challenge smaller, specialized models in the domain of financial sentiment
classification. Formally, for a given specialized model M to be attacked and an input text sample s,
we first generate a set of N paraphrases {si}fio using an advanced language model P, which is adept
at comprehending and articulating a wide range of financial topics. This is achieved by prompting
the advanced model P with a carefully crafted instruction I; to explicitly generate N paraphrases
that are approximately the same length and preserve both the factual information and the financial
sentiment of the original input. In we provide a few random input samples and their

paraphrases to demonstrate the effectiveness of this approach.

We then compute the unit-vector embeddings of the original sample s and the paraphrased ones
{s'} using both models. Let e, and e, be the embeddings computed from s using M and P
respectively. Similarly, let e!, and e; be the embeddings of the paraphrased sample s’. Inspired
by an embedding similarity-based search approach employed in a recent contamination detection
method (Yang, Chiang, et al., 2023), we advocate that strong adversarial samples can be found by
selecting the paraphrased sample that maximizes the ratio of the embedding similarity between e,

and e]ig to the similarity between e, and e,

simil(e}, e,) )

s = argmax, | — -
simil(e?,, e,)

10
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The primary rationale behind maximizing this function is to identify a paraphrased sample s;, for
which the two embeddings produced by M are sufficiently dissimilar, while those generated by P are
similar. Among the N paraphrased samples, this process highlights the one that is most likely to

alter (flip) the prediction of the classification model M, and hence yield a successful attack.

To ensure the validity of the optimal paraphrased sample s*, we implement an additional precaution-
ary step by using the model P a second time to verify if its sentiment matches that of the original
input sample s. This is done by prompting P with a second instruction Is, which explicitly asks it to
predict the sentiment class of s and s* independently, and verifies that the predictions are the same.
If the sample s* passes this verification step, it is considered the final adversarial sample. Otherwise,
it is discarded, and the next sample that maximizes the embedding similarity ratio, as defined in
is selected.

In practice, we limit the number of verification iterations to three, as the most effective attacks
usually occur within the first few attempts that maximize the embedding similarity ratio. If a
sample that passes this filtering step can not be be found, we consider the attack unsuccessful and
return the original input sample s. In our experiments, the percentage of such unsuccessful cases,

however, remained below 7% for all the dataset and model pairs we evaluated.

Algorithm IJsummarizes our approach in the form of pseudo-code. To compute the similarity between
the unit-vector embeddings, we use normalized cosine similarity, which produces non-negative values

needed in ratio computation described above.

(1 + e,-T . ej)

; (3.2)

simil(e;, e;) =

To generate the paraphrases, we use the following instruction I in our algorithm:

Rephrase the following financial text in N different ways and present your
I, : response in a numbered list starting at 1. Be concise and make sure that each

paraphrase has exactly the same factual information and financial sentiment: s

where the underlined parameter IV is replaced with the desired number of paraphrases to be generated

11
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Algorithm 1 Adversarial Attack Approach

1:

e e

14:
15:
16:

17:

18:
19:
20:
21:
22:
23:
24:
25:

26:
27:

Input: Financial text sample s, number of paraphrases N, instructions I; and Iy, attacking
model P, attacked model M
Output: Optimal adversarial sample s*
Step 1: Generate N paraphrased samples {si}fio from s by prompting model P with I;:
{s}1)y « P(1(N,s))
Step 2: Compute embeddings e,, and e, for the input sample s using models M and P:
em < embedding of s using model M
ep < embedding of s using model P
Step 3: Compute paraphrased sample embeddings e!, and e]@ respectively using M and P:
for i =0to N do

el <+ embedding of s* using model M

e; +— embedding of s’ using model P

: end for
: Step 4: Select the final adversarial sample s* as the paraphrase that maximizes the embedding

similarity ratio while maintaining the sentiment of the original input sample s:
sent < P(I2(s))
iter <0
repeat
§* +— argmaxg 7:1131111((:; ’ii;)
sent* < P(Ix(s*))
if sent* # sent then
Remove paraphrase s* from the set {s'}
s* < null
end if
iter < iter + 1
until sent* # sent and {s'} # () and iter < 3
Step 5: Return the optimal paraphrase as the final adversarial sample. If no such sample can
be found, return the original input sample s:
if s* = null then s* < s
return s*

with the model P. For our experiments, we set NV to 25. The parameter s represents the input sample.

We explicitly instruct the model to create concise paraphrases because, during preliminary exper-

iments with multiple potential model candidates for P, we observed that they tend to generate

lengthy and simplified explanatory statements in the absence of this directive. Such statements are

easier for the attacked model M to interpret correctly, thereby enhancing its chances of accurately

processing the sample text and counteracting our objective of attacking it. Enforcing conciseness

ensures that the paraphrases are approximately the same length as the input text and eliminates

redundant explanations.

12
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In addition, we instruct the model P to maintain the same factual information and financial sentiment
in the paraphrases it generates. This requirement stems from the nature of financial corpora, which
are abundant in factual information such as key entities, market trends, monetary values, corporate
announcements, policy changes, financial metrics, economic indicators, specific dates and fiscal years,
all of which can influence the true sentiment classification of a sample. Thus, preserving factual

accuracy is a critical constraint that we enforce through specific prompting.

Lastly, as described above, we use the second instruction I to obtain a sentiment prediction from
P independently for both the original input sample and a paraphrased one, and then check for their

equivalence. We use the following instruction for this step:

Does the following text have a POSITIVE, NEGATIVE or NEUTRAL financial
I, : sentiment based only on the facts stated in the text? Output a single-word

response representing the sentiment class: s

We specifically instruct the model to base its judgment solely on the facts stated in the input text.
This approach is necessary because we observed that, due to its training on extensive public textual
corpora, the advanced model P can recall details about certain financial events. Since these additional

details are not present in the input text samples, they can skew its sentiment predictions.

In the following chapter, we describe our experimental setup, providing more details about the models

we evaluated and the datasets used.

13



Chapter

Experimental Setup

In this chapter, we first provide a detailed discussion of the three datasets employed to demonstrate
the performance of our adversarial attack approach. We then describe the two target LLM models
subjected to the attacks and the advanced model used to generate the paraphrases introduced in the

previous chapter.

4.1 Datasets

4.1.1 Financial Phrase Bank

Financial Phrase Bank (FPB) (Malo et al., 2014) is one of the most frequently used and cited
datasets in the financial sentiment analysis field. It has also been used to fine-tune the financial
language models used for attack in this thesis. It consists of financial news on all listed companies
in OMX Helsinki downloaded from the LexisNexis database using an automated web scraper. They
are sampled randomly from a subset of 10000 articles to obtain good coverage across small and large
companies in various industries from multiple sources. Following filtering out the sentences which do
not include lexicon entities and random sampling, 5000 sentences have been selected for annotation.
To ensure high-quality annotations, each text sample is categorised into the three sentiment classes
(i.e., negative, neural and positive) that we use in this thesis by 5-8 annotators with backgrounds in

finance and business. As there are multiple annotators, the dataset comes in multiple sizes depending

14
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on the percentage of agreeing annotators: 50agree, 66agree, 7hagree, and 100agree. We used the
100agree subset this is expected to lead to more decisive performance results for our adversarial
attack approach. This subset includes 2264 sentences, consisting of 570 positive, 303 negative,
and 1391 neutral sentences. presents the distribution (histogram) of the samples over the
sentiment classes for the FPB and the two remaining datasets described in the subsequent sections.
The neutral class emerges as the dominant category, likely due to the nature of financial news and
tweets, which are predominantly neutral under stable economic conditions, apart from brief periods

of economic booms and busts.

1600 + 1566 B Positive
Negative
1391

1400 A Il Neutral

1200 A
n
1]
g
@ 1000
C
(0]
n
%5 800 A
C 700 700 700
8
g 600 - 570
b= 475

400 A
303 347
200 A
0 - T T T
FPB TFNS SEntFin
Datasets

Figure 4.1 — Distribution of samples by sentiment class for the three datasets.

4.1.2 Twitter Financial News Sentiment

Twitter Financial News Sentiment dataset (TFNS) (Goin, [2022) comprises tweets sourced from a
various origins, including media outlets and individual investors, all containing financial terminology
such as stock tickers, indices, and common financial abbreviations. The dataset encompasses 9540

text samples designated for training and 2388 samples for validation. We used the validation split

15
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because none of the attacked models are pre-trained or fine-tuned on it, and it has a comparable
sample size to the FPB dataset. Each sample is annotated with one of three investment-related
sentiments: bearish, bullish, or neutral. For the purposes of our analysis, we categorized bearish
sentiment as negative and bullish sentiment as positive. Similar to the FPB dataset, a significant
proportion of the sentences are labeled as neutral for the same reason mentioned in the previous

section.

4.1.3 Sentiment and Entity Annotated Financial News Dataset

Sentiment and Entity annotated Financial News dataset (SEntFiN) (Sinha et al., 2022) comprises
10753 news headlines covering 1009 entities across multiple sectors and companies, sourced from The
Economics Times, an Indian business newspaper. This human-annotated dataset is among the largest
available and addresses the entity-based sentiment analysis problem. This analysis entails identifying
and extracting entities within headlines, followed by classifying the sentiment associated with each
entity. Consistent with the other two datasets, sentiments are classified into three categories: positive,
negative, and neutral. The annotation process involves three annotators working collaboratively to
classify each sample, adopting a consensus-driven approach to enhance reliability. In instances where
consensus is not reached, a curator intervenes to make the final determination. Notably, over 98%

of the dataset entries feature labels with unanimous annotator agreement.

We preprocessed the SEntFiN dataset to ensure compatibility with our adversarial attack method-
ology, which requires a single sentiment label per sample. However, due to the annotation process,
a text sample involving multiple entities might exhibit conflicting sentiment labels. To address this,
we discarded samples with multiple non-uniform sentiment labels, resulting in a refined set of 9514
samples. From this remaining set, we created a class-balanced dataset comprising 2100 samples using
random sampling without replacement. That is why, exhibits a flat distribution over the

sentiment classes for this dataset.

16
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4.2 Language Models

In this thesis, we take two leading financial sentiment classification models that have been extensively
evaluated across various financial benchmarks. Our objective is to assess the robustness of their
performance against adversarial attacks and identify their vulnerabilities. To achieve this, we used
ChatGPT, an advanced general-purpose large language model, to generate the sample paraphrases

and perform the sentiment verifications presented in

In the following, we first describe the two financial models that were attacked and then the advanced

one used for creating these attacks.

4.2.1 FinBERT

FinBERT (Araci, [2019)) is a financial sentiment analysis model based on BERT (Bidirectional En-
coder Representations from Transformers) (Devlin et al., 2018). It is further pre-trained on an
unlabeled financial domain-specific corpus called TRC-2, which contains approximately 29 million
words and around 400,000 sentences. Following this pre-training, the model is fine-tuned on 80% of

the 50agree subset of the FBP dataset for the sentiment classification task.

FinBERT is primarily designed as a single-task model, which remains one of the state-of-the-art
models, demonstrating high performance on benchmark datasets such as FPB, as well as Finan-
cial Opinion Mining and Question Answering (FiQA) (Maia et al., 2018)). Notably, it outperforms
BloombergGPT (Wu et al., 2023), a 50-billion parameter multi-task language model tailored to the

financial domain, on the sentiment classification task.

We obtained the embeddings for this model from the output of the pooling layer (i.e., pooled_output).
This layer consists of a linear layer followed by tanh activation and takes the CLS token representation
from the FinBERT model as input. The pooling output is then passed through another linear layer
followed by softmax activation to produce the final classification probabilities for the three sentiment
classes. We normalize the 768-dimensional embeddings to compute cosine similarity over the resulting

unit-vector representations.
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4.2.2 FinGPT

FinGPT (Yang, Liu, et al., |2023) is a framework targeting to provide open-source financial LLMs
using various backbone pre-trained models. We used the FinGPT v3.2 version, which is based on
the LLaMa2 7-billion model (Touvron et al., [2023). According to the authors, this version is one of

the highest-performing models in benchmarks (AI4Finance-Foundation, [2023a).

The model is fine-tuned simultaneously on multiple financial datasets and tasks comprising in fi-
nancial sentiment analysis, relation extraction, headline classification, and named entity recognition.
More specifically, for the sentiment classification task, the FinGPT model is trained on (AI4Finance-
Foundation, [2023b) a random split of 75% of the FPB dataset (the 50agree set) (Malo et al., [2014]),
all the training samples of the TFNS dataset (Goin, 2022), 22.6% of the FiQA dataset, and finally,

the train set of the News with GPT instructions (NGI) dataset (Wang, [2023]).

In contrast to the BERT-based models, which employ the CLS token and a pooling layer to extract
meaningful sentence embeddings, LLaMa-based ones lack a straightforward way of extracting such
embeddings to be used in downstream classification tasks. To address this limitation, we tried the
AnglE method (Li and Li, [2023), which minimizes a multi-loss objective function to avoid the common
problem of vanishing gradients in extracting text embeddings. For LLaMa-based models, this is
done by fine-tuning a base model with the specific prompt “Summarize sentence {sentence} in one
word:” while using the multi-loss objective. Although being effective for stand-alone text embedding
generation tasks, this approach gave sub-optimal results in our experiments due to misalignment of
the FinGPT and the AnglE-optimized models, which differ in terms of the both datasets and loss

functions they use in fine-tuning the LLaMa2 base model.

To address this issue, we conducted experiments on pairs of both similar (paraphrased) and unre-
lated sentences. We observed that, although FinGPT effectively captures semantic information, its
embedding similarity values consistently fall within a narrow range of [0.95, 1.0] across all tested
pairs. Motivated by this finding, we devised a simple strategy to calibrate these similarity values on

a dataset. It involves learning a linear mapping to transform (extend) them to the range [0.0, 1.0].

More specifically, we first randomly select a fixed number (2000) of sample pairs from the FPB

dataset and compute a lower bound [g;,,;; for the embedding similarity over all of them. To extract
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the embeddings from the FinGPT model, we use the last hidden state and normalize it to have unit
magnitude vectors. We then learn the linear mapping that transforms this lower bound I, to
0.0, while keeping the upper bound at 1.0. This calibration step produces a scaling factor and a
bias value, which we apply to the embedding similarity values - clipping them to ensure they always
remain within the range [0, 1] - during the generation of adversarial samples described in
The resulting g, value obtained was 0.967, which is used in all our experiments involving the

FinGPT model.

4.2.3 ChatGPT

ChatGPT, developed by OpenAl, is a family of generative large language models that has attracted
considerable attention for its robust performance across a wide range of NLP tasks, including text gen-
eration, conversation, and language understanding. Recent GPT versions demonstrate the capability
to produce contextually appropriate and nuanced text in complex and intricate situations (Achiam

et al., [2023), a feature essential for generating adversarial samples within a financial context.

In this thesis, we employed GPT-40 (omni) (OpenAl, |2024b), the latest model from the family of
OpenAl’s LLMs, to generate adversarial attacks targeting FinBERT and FinGPT. After conducting
experimental trials with GPT-3.5, GPT-4 and GPT-40, we selected GPT-40 for its superior semantic
quality in rephrasing complex financial text compared to GPT-3.5, and its cost-effectiveness relative
to GPT-4. GPT-40’s capability to produce human-like text is of particular significance as it is needed
to generate natural adversarial samples.

To evaluate the embedding similarity between the paraphrased sentences and the original ones, we
utilized the most recent embedding model, called ’text-embedding-3-large’ (OpenAl, 2024a)). This
approach was necessitated by the inability to obtain embeddings directly from the GPT4-0 model as
of 2024. However, as demonstrated in the following chapter, this embedding model was sufficiently

effective in generating strong adversarial attacks on both financial models.
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Chapter

Results

In this chapter, we present the results of our adversarial attack approach on the FinBERT and
FinGPT models. The primary performance metrics used in this analysis include flip rate and mean
absolute error. Given a dataset, the flip rate is defined as the proportion of samples for which
the attacked model changes its original prediction on a text sample after being presented with a

perturbed (paraphrased) version of that sample.

Let Jorig(?) and Jattack (i) denote the sentiment predictions of the attacked model for the i-th original
sample from the dataset and its generated adversarial sample, respectively. The flip rate (FR) is

defined as:

FR = % Z 1(gorig(i) 7& Qattack(i)) (5'1)
i=1

where M is the total number of samples in the dataset, and 1(-) is the indicator function that returns
1 if the given condition is true, and 0 otherwise. Mean Absolute Error (MAE) is defined in a similar
way but instead of using an indicator function which assigns an equal (unity) weight to each flip (or
transition), MAE assigns a higher weight for transitions between the positive and negative classes.

It is defined as:

M

1 N . N .
MAE = leoﬂg(z) — Jattack (1)] (5:2)

The predictions Yorig() and Yattack(Z) can take values from the set {—1,0,1}, where -1, 0, and 1
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respectively correspond to negative, neutral, and positive classes. MAE imposes a greater penalty
for sentiment transitions between the positive and negative classes compared to the two remaining

class pairs (Fatouros et al., 2023).

We employ FR and MAE as primary metrics since ground truth labels are unavailable in many
realistic adversarial attack scenarios. We aim to ascertain the extent to which we can confound the
model’s assessment of financial sentiment through our adversarial attack, which is based solely on
embedding-similarity optimization.

We start our analysis by evaluating the performance of GPT-40, the model used to generate ad-
versarial perturbations in this thesis, across the three datasets employed. We applied a zero-shot
methodology and conducted three separate trials on each dataset to mitigate the influence of ran-
domness in the outputs produced by GPT-40. In each trial, we queried the sentiment of each sentence
three times, setting both the temperature and top_p parameters to 0.1 to minimize variability; this
is crucial as the task of financial sentiment classification typically does not involve inherent random-
ness. The final sentiment label for each sentence was determined by the majority label across the

trials.

summarizes the results over the three sentiment classification datasets. Despite being in
zero-shot setting, GPT-40 demonstrates notably high performance in the classification task. As will
be evidenced in the following section, it achieves results comparable to FinBERT and FinGPT on
the FPB dataset, despite both models being fine-tuned on this dataset. However, on the remaining
two datasets, which were unseen by both models, GPT-40 significantly outperforms them. This
underscores the suitability of GPT-40 for generating adversarial samples involving nuanced financial

language and terminology.

Table 5.1 — GPT-40 zero-shot performance on the three datasets.

FPB TFNS SEntFiN

Accuracy 0.96 0.80 0.85
F1 Score 0.96 0.77 0.85
Precision 0.96 0.74 0.85
Recall 0.96 0.84 0.85
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5.1 Performance Results

In this section, we present the results of embedding-similarity optimization-based adversarial attacks

on FInBERT and FinGPT over the three datasets.

The results shown in demonstrate that the proposed method substantially impacts the
sentiment predictions generated by both models. Despite being fine-tuned on the FPB dataset, they
exhibit flip rates of 30% and 22% respectively, highlighting the effectiveness of the proposed attack
methodology.

Table 5.2 — Results of the proposed adversarial attack approach on the FinBERT and FinGPT models
over the three datasets used in this thesis.

FinBERT FinGPT
FPB TFNS SEntFiN FPB TFNS SEntFiN
Metri Before  After Before After Before After Before After Before After Before  After
etries Attack Attack Attack Attack Attack Attack Attack Attack Attack Attack Attack Attack
FR - 0.304 - 0.540 - 0.505 - 0.217 - 0.426 - 0.399
MAE - 0.388 - 0.657 - 0.669 - 0.236 - 0.483 - 0.467

Accuracy 0972 0.710 0.725  0.531 0.721 0.580  0.992  0.785  0.761 0.620  0.791 0.680
F1 Score 0963 0.669 0.668 0.482  0.723  0.573 0.990  0.763  0.751 0.592  0.786  0.681
Precision 0951  0.659 0.652  0.487 0.732 0.584 0990 0.749 0.723  0.578  0.795  0.683
Recall 0976  0.708  0.705 0.540 0.721 0.580  0.989  0.781 0.846  0.662  0.791 0.680

The data presented in reveal a significant deviation between the FR and the MAE metric
values for the FInBERT model. This deviation is further evidenced by which shows that
the percentage of transitions between the positive and negative classes remain above 20% across the
three datasets. For a given pair of sentiment classes (4, j), this transition percentage Tj; is calculated

as

M;j + Mj;
Tj=—-2—>) x1 :
; <Ki+Kj>x 00 (5.3)

where M;; is the number of predictions transitioning from class ¢ to j, and K; is the total number of
samples initially predicted in sentiment class 7 before the attack.

Analysis of indicates that the bidirectional transitions between the neutral and positive
classes are the highest among all datasets for both models, except for FinBERT on FPB, for which

the transition percentage of the positive-negative pair is slightly higher. Notably, the dominance
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Table 5.3 — Percentage of transitions between pair of sentiment classes pre-and post-attack.

FinBERT FinGPT
Sentiment Pairs FPB TFNS SEntFiN FPB TFNS SEntFiN

Positive ++ Negative 20.7% 27.9% 27.4% 4.9%  10.5% 9.2%
Negative <+ Neutral 6.1% 22.6% 16.7% 6.3% 18.6% 17.3%
Neutral < Positive  20.5% 31.1% 32.2% 17.4%  31.0% 34.1%

of the neutral-positive transitions is also visible from the inter-annotator disagreements of the FPB
dataset, for which the leading pair for disagreement is the same (Malo et al., 2014). For the FBP
dataset, this is primarily due to the significant number of samples exhibiting borderline sentiment,

falling between positive and neutral.

To gain additional insights, we adapt the concept a confusion matrix to define a flip confusion
matriz. This matrix serves as similar analytical role but differs in that it compares the model’s
predictions before and after the attack, rather than comparing the ground truth labels to the post-
attack predictions. This analysis allows us to observe the directional transition in the predictions of

FinBERT and FinGPT before and after the attack.
Predicted Sentiment Classes Before and After the Attack

FPB TFNS SEntFiN

@ o o
3 407 102 79 2 165 139 161 2 210 115
i (69.2%) (17.3%) (13.4%) 2 (35.5%) (29.9%) (34.6%) g (34.6%) (18.9%)
& & &
[ Qo Qo
52 88 211 30 52 140 242 153 52 60
3 (26.7%) (64.1%) (9.1%) 3 (26.2%) (45.2%) (28.6%) e (9.2%)
=z mz o=
£ 317 72 958 £ 281 691 £ 189 302
3 (23.5%) (5.3%) (71.1%) 3 (20.2%) (49.8%) 3 (22.4%) (35.8%)
=z =z =z
Positive Negétive Neutral Positive Negétive Neutral Positive Negétive Neutral
After After After

Figure 5.1 — Flip confusion matrices depicting the shift in FinBERT’s sentiment predictions for three
datasets before and after exposure to an adversarial attack. Each row in the matrices tracks the transition
of predictions from a specific initial class (positive, negative, neutral) to the resultant classes following
the adversarial attack.

Fig. 5.1] presents the flip confusion matrices for the FinBERT model for the three datasets. The
percentage value in parenthesis within each cell is calculated as the proportion of the single-direction
sentiment transitions for each pre-attack sentiment class (row). They can therefore be viewed as
normalized transition rates. We observe that transitions from neutral to positive are more common

than those from positive to neutral in both the FPB and SEntFiN datasets. In contrast, TFNS
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Predicted Sentiment Classes Before and After the Attack

FPB TFNS SEntFiN

446 76 282 74 316
(55.5%) (9.5%) (35.1%) (8.5%) (36.4%)

60 286 148 119
(12.1%) (57.9%) (30.0%) (17.5%)

410 35 120
(72.6%) (6.2%) (21.2%)

] ]
2 2
2 2
S S
4 4

Positive

Negative

8 246 50 68
(2.6%) (80.9%) (16.4%) (10.0%)

Before
Negative
Before
Negative
Before

221 57 305 146 168 94
(15.8%) (4.1%) (28.0%) (13.4%) (30.5%) (17.1%)

Neutral
Neutral
Neutral

Positive Negétive Positive Negétive Positive Negétive Neutral

After After After

Figure 5.2 — Confusion matrices depicting the shift in FinGPT’s sentiment predictions for three datasets
before and after exposure to an adversarial attack. Each row in the matrices tracks the transition of
predictions from a specific initial class (positive, negative, neutral) to the resultant classes following the
adversarial attack.

dataset has a slightly higher percentage of transitions from positive to neutral.

depicts the flip confusion matrices for FinGPT. They reveal a prominent direction across
all there datasets, which is from positive to neutral. This strikingly contrasts FinBERT’s dominant

transition direction.

In in addition to presenting the flip rate and MAE as primary results, we also provide for
both models the accuracy, macro F1-score, precision and recall metrics using the ground truth labels
present in the datasets used. Due to the larger size of its baseline model and the wide extent of
the datasets it was trained on, the FinGPT model outperforms FinBERT on the financial sentiment
analysis task. However, despite our main goal is to alter the classifiers’ output predictions, our adver-
sarial attack approach reduces the accuracy of both models for more than 20% on the FBP dataset
they were fine-tuned on. More specifically, the accuracy of the FinBERT and FinGPT models drop
respectively from 97.2% and 99.2% to 71.0% and 78.5% on this dataset. On TFNS and SEntFin, due
to the significantly lower base accuracy of the two models (i.e., lower and upper seventies for Fin-
BERT and FinGPT respectively), the drop in accuracy remain in the range [10%, 20%]. Additional

results comprising confusion matrices for FinGPT and FinBERT, are provided in and
respectively.
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5.2 Vulnerabilities

In this section, we briefly explain the identified vulnerabilities in the FinBERT and FinGPT models
examining original samples of the FPB dataset and the adversarial ones we generated using our
approach. The results of this analysis are presented in for FinBERT and in for
FinGPT.

The cases where models failed to maintain their sentiment against adversarial samples are classified
into three categories, one of which involves difficulties in numeric comprehension. As mentioned
in the work of FInBERT (Araci, 2019), this model struggles to compare numbers and assess their
impact on financial sentiment in the absence of explicit directional words such as ’increase,” ’rise,’
up,” ’down,’ 'decrease,” etc. This limitation is demonstrated through its predictions on adversarial
samples containing numbers without directional statements that carry sentiment-related information.
On a large majority of these adversarial samples, FInBERT fails to maintain its initial prediction.
Similarly, FinGPT exhibits the same limitation; its predictions can be easily altered on adversarial
samples, where the sentiment is solely carried through numerical comparison. For instance, when the
directional statement ’"down from’ is removed from the original sample (1a) in the model’s

prediction switches from negative to neutral, despite the sentiment of the adversarial sample (1b)

remaining the same.

Another revealed weakness in both models pertains to their handling of key verbs that carry nega-
tive sentiments within double negative statements. These models often misinterpret the sentiment
when presented with such adversarial samples. Typically, verbs like 'decrease’, ’drop’, and ’fall’ are
associated with negative sentiments. However, when they are used in contexts such as ’financial
losses’, ’costs’, or ’job cuts’, the implied sentiment should be positive due to the beneficial financial
implications of the reductions. Contrary to this expectation, when FinBERT and FinGPT encounter
adversarial samples that include these terms, particularly in contexts with strong negative connota-

tions, they erroneously switch their sentiment to negative.

Another major vulnerability observed for both models is their sensitivity to specific words, which can
significantly impact sentiment predictions. The presence of these words often results in predictions

that disregard the broader context in which they are used. For instance, when the phrase ’fall
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o Pre-And
g‘;irelgzislhty Original Input (a) and Adversarial (b) Samples Post-Attack
Predictions
la. Operating profit was EUR 11.4 mn, up from EUR 7.5 mn . positive
1b. Previously at EUR 7.5 million, operating profit reached EUR 11.4 million. = neutral
2a. In August-October 2010 , the company ’s result before taxes totalled EUR "
9.6 mn , up from EUR 0.5 mn in the corresponding period in 2009 . positive
Numerical 2b. The pre-tax profit for the company in August-October 2010 was EUR 9.6 .
Comprehension million, compared to EUR 0.5 million during the same timeframe in 2009. negative
3a. Finnish electronics contract manufacturer Scanfil had net sales of EUR 52.2 .
mn in the first quarter of 2007 , down from EUR 60.1 mn a year before . negative
3b. During the first quarter of 2007, Finnish firm Scanfil had net sales amounting "
to EUR 52.2 million, compared to EUR 60.1 million one year before. positive
4a.Metsaliitto , however , narrowed its net loss for the second quarter of 2007 .
to 5.0 mIn euro $ 6.9 min from 61 mln euro $ 83.7 mln a year ago . positive
4b. Metsaliitto’s net loss fell to €5.0 million ($6.9 million) in the second .
quarter of 2007, from €61 million ($83.7 million) a year earlier over 2007. negative
5a.For the first nine months of 2010 , Talvivaara ’s net loss narrowed to EUR ..
8.3 million from EUR 21.9 million for the same period of 2009. positive
5b. Talvivaara’s net loss for the period from January to September 2010 fell .
to EUR 8.3 million, compared to EUR 21.9 million for the same period in 2009. negative
Use of Key Verbs 6a. Finnish metal products company Componenta Oyj ( HEL : CTH1V ) said
. today its net loss narrowed to EUR 500,000 ( USD 680,000 ) in the last quarter  positive
(e.g., drop,fall) in o . .
Double Negative of 2010 from EUR 5.3 million for the.z same period a year .earl.ler .
Statements 6b. The net loss of Componenta Oyj (HEL: CTH1V), a Finnish metal products
firm, dropped to EUR 500,000 (USD 680,000) in the last quarter of 2010 negative
compared to EUR 5.3 million in the previous year’s similar quarter.
7a. Finnish steel maker Rautaruukki Oyj ( HEL : RTRKS ) , or Ruukki , said
today its net loss contracted to EUR 49 million ( USD 68.2 m ) for the first nine  positive
months of 2010 from EUR 229 million for the same period a year ago .
7b. Ruukki, officially known as Rautaruukki Oyj, reported today its net loss
for January through September 2010 dropped to EUR 49 million (USD 68.2 negative
million), compared with EUR 229 million the year earlier.
8a. BAVARIA Industriekapital AG ’s 2006 revenues were EUR 333 million ,
with an EBITDA of EUR 51 million . neutral
8b. With EUR 333 million in revenues, BAVARIA Industriekapital AG’s 2006 ..
EBITDA reached EUR 51 million. positive
Sensitivity to 9a. The company expects its net sales for the whole of 2007 to be EUR 950mn-1
Specific Words ,000 mn. neutral
9b. For the year 2007, the company anticipates net sales revenue to fall be- .
tween EUR 950 million and EUR 1 billion. negative
10a. The total value of these two contracts is over EUR 21 million . neutral
10b. The overall worth of these two contracts is higher than EUR 21 million. positive

Table 5.4 — Examples of identified vulnerabilities in the FinBERT model. Original input samples (a)
are from the FPB dataset, while adversarial samples (b) are generated by our approach. The model’s
predictions on the original inputs match the ground truth labels.

within the range’ is used to express a numerical range, FinBERT mistakenly shifts its predictions to

negative. Similarly, FinGPT exhibits a comparable sensitivity; despite the context clearly expressing

a positive outcome, the inclusion of the word ’hit’ in the adversarial samples often causes its sentiment

to switch to negative, as demonstrated in sample (6a-b) given in [Table 5.5
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o Pre-And
gzirelgr(ﬁl;lhty Original Input (a) and Adversarial (b) Samples Post-Attack
Predictions
la. Sampo Bank ’s market share of lending was 13.6 % , down from 14.4 % in negative
the first quarter of 2008 . gativ
Numerical iislgoé]?ypared to 14.4% in Q1 2008, Sampo Bank’s current lending market share neutral
. 3 .070.
Comprehension 2a. Net interest income was EUR 152.2 mn , up from EUR 101.0 mn in 2008 .  positive
2b. In comparison to the EUR 101.0 million in 2008, net interest income reached tral
EUR 152.2 million. nettra
3a.Finnish fibers and plastic products maker Suominen Corporation said its net
loss narrowed to 1.6 mln euro $ 2.0 mln in the first nine months of 2006 from  positive
Use of Kev Verbs 2.16 mln euro $ 2.7 mln in the same period of 2005 .
(e Y 3b. Suominen Corporation of Finland recorded a net loss decrease to 1.6
B . million euros (2.0 million USD) in January through September of 2006 from negative
decrease,down) in o0 0 . . . . .
Double Nesative 2.16 million euros (2.7 million USD) in the identical period of the previous year.
Stat tg v 4a.In the second quarter of 2010 , Raute ’s net loss narrowed to EUR 123,000 it
atements from EUR 1.5 million in the same period of 2009 . postive
4b. Raute’s net loss in the second quarter of 2010 was EUR 123,000, down negative
from EUR 1.5 million in the corresponding period in 2009. gatv
5a. The subsidiary will be responsible for filter sales , local assembly of filters
. . . neutral
and after market services in China .
5b. Sales of filters, local filter assembly, and after-sale services in China will fall .
e, . negative
under the subsidiary’s purview.
Sensitivity to 6a. Pre-tax profit totaled EUR 397.4 mn , up from EUR 164.7 mn . positive
specific words 6b. Pre-tax profit hit EUR 397.4 million, climbing from EUR 164.7 million. negative
7a. The acquisition was financed with $ 2.56 billion of debt arranged by Gold-
neutral
man , Sachs & Co. .
7b. Goldman, Sachs & Co. secured $2.56 billion in debt to support the acqui- positive

sition.

Table 5.5 — Examples of identified vulnerabilities in the FinGPT model. Original input samples (a)
are from the FPB dataset, while adversarial samples (b) are generated by our approach. The model’s
predictions on the original inputs match the ground truth labels.

Although both models exhibit these vulnerabilities, in our analysis, we observed that FinBERT is

more prone to them, particularly in terms of sensitivity to key verbs in double negative statements

and specific words in the samples. This heightened sensitivity often leads to more transitions between

positive and negative sentiments for FinBERT, as shown in [Table 5.3 of [Section 5.1} In contrast,

FinGPT exhibits significantly fewer failure cases, and considerably less frequent transitions between

positive and negative sentiments. These findings account for the lower overall MAE scores presented

in for FinGPT compared to FinBERT.
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Chapter

Conclusion

In this thesis, we have investigated the vulnerability of financial sentiment analysis models to ad-
versarial attacks and introduced a novel, white-box attack methodology leveraging a pre-trained
general-purpose language model (GPT-40). Our approach is distinct in that it does not require
training a task-or domain-specific adversarial model or utilizing computationally intensive gradient-
based optimization techniques. Instead, it generates high-quality, semantically consistent adversarial
samples by employing carefully crafted instructions and a simple embedding-similarity-driven opti-

mization algorithm.

Our experimental results demonstrate that both FinBERT and FinGPT, leading models in financial
sentiment analysis, exhibit significant susceptibility to our proposed adversarial attacks. Specifically,
the sentiment predictions of these models were successfully altered for a substantial proportion of
the samples across three public datasets, including Financial Phrase Bank (FPB), Twitter Financial

News Sentiment (TFNS), and Sentiment and Entity Annotated Financial News (SEntFiN).

The flip rate (FR), a metric we defined to measure the proportion of samples for which the model’s
prediction changes after an adversarial attack, was 30% for FinBERT and 22% for FinGPT on the
FPB dataset, highlighting the efficacy of our approach even over a dataset they were fine tuned on.
Moreover, our approach achieves a mean absolute error (MAE) of more than 0.65 for FinBERT and
0.45 for FinGPT on the remaining two datasets, respectively. This highlights the significant impact

of our attacks on the predictions of these models, with the most prominent sentiment transitions
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occurring between neutral and positive classes.

Our findings emphasize the need for enhanced robustness in financial classification models against
adversarial attacks. By understanding and addressing these vulnerabilities, it is possible to improve
the reliability and security of automated financial systems. Future research could explore integrating
adversarial training techniques to bolster model resilience and develop more sophisticated attack

methodologies that encompass a wider range of perturbations.

Future work could also involve applying the proposed approach to multiple classification models
simultaneously, predicting an attack that can deceive a group of models rather than a single one.
Additionally, employing multiple advanced models, including both generalist (language) and special-
ist (finance) ones, could create a richer set of attacks. We believe the proposed approach is easily

extendable to both of these scenarios.
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Appendix

Confusion Matrices

A.1 Confusion Matrices for FinBERT

Figure A.1 — Confusion matrices obtained for the FinBERT model on the FPB dataset.
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Figure A.2 — Confusion matrices obtained for the FinBERT model on the TFNS dataset.

Figure A.3 — Confusion matrices obtained for the FinBERT model on the SEntFiN dataset.
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A.2 Confusion Matrices for FinGPT

Figure A.4 — Confusion matrices obtained for the FinGPT model on the FPB dataset.
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Figure A.5 — Confusion matrices obtained for the FinGPT model on the TENS dataset.
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Figure A.6 — Confusion matrices obtained for the FinGPT model on the SEntFiN dataset.

Confusion Matrix Before Adversarial Attack

Confusion Matrix After Adversarial Attack

42 176

Positive
Positive

< <
5 5
E2 E2
z 5- 19 - G- 72
32 32
1) 1
(C] o
¢ ©
=2 210 5- 166
<1J [
= 4
Positive Negétive Neutral Positive Negétive Neutral
Predicted Predicted

34



o B

Appendix

Examples of Generated Paraphrases

Table B.1 — Examples of generated paraphrases for an input sample with positive ground-truth label.
Sample 0 is the original text from FPB, and samples 1-25 are the GPT-40 generated paraphrases.

Number Original Sentence (0) and Generated Paraphrases (1-25)

0 Sales rose 10 pct to 566 mln eur on the back of strong volume and favourable currency effects.

1 Sales increased by 10 percent to 566 million euros due to high volume and positive currency impacts.

2 A 10% rise in sales brought them to 566 million euros, driven by strong volume and advantageous currency shifts.

3 The sales figure surged by 10% to 566 million euros, fueled by robust volume and beneficial currency movements.

4 Sales saw a 10% uplift to 566 million euros, supported by strong volume and favorable currency fluctuations.

5 There was a 10 percent increase in sales, reaching 566 million euros, owing to strong volume and positive currency
effects.

6 Thanks to high volume and favorable currency effects, sales climbed 10% to 566 million euros.

7 Sales boosted by 10 percent to 566 million euros on account of strong volume and advantageous currency effects.

8 The 10 percent rise in sales took them to 566 million euros, aided by high volume and positive currency effects.

9 With strong volume and favorable currency effects, sales rose 10% to reach 566 million euros.

10 Sales jumped 10% to 566 million euros due to strong volume and advantageous currency movements.

11 A 10% increase in sales resulted in a total of 566 million euros, driven by strong volume and favorable currency
changes.

12 Sales advanced by 10 percent to 566 million euros, helped by robust volume and beneficial currency shifts.

13 Thanks to favorable currency movements and strong volume, sales rose 10% to 566 million euros.

14 Sales grew 10% to 566 million euros, underpinned by high volume and positive currency movements.

15 The 10 percent increase in sales brought the total to 566 million euros, boosted by strong volume and favorable
currency impacts.

16 A rise of 10% in sales to 566 million euros was seen, driven by strong volume and advantageous currency fluctu-
ations.

17 Fueled by strong volume and favorable currency, sales rose 10% to 566 million euros.

18 The sales figure jumped by 10 percent to 566 million euros, thanks to strong volume and advantageous currency
effects.

19 Sales ascended 10% to 566 million euros due to strong volume and favorable currency dynamics.

20 On the back of strong volume and favorable currency effects, sales climbed 10% to 566 million euros.

21 Sales improved by 10% to 566 million euros, due to robust volume and positive currency effects.

22 A 10% boost in sales raised the total to 566 million euros, driven by high volume and favorable currency shifts.

23 Thanks to both robust volume and positive currency impact, sales increased 10% to 566 million euros.

24 Sales surged 10% to 566 million euros, owing to strong volume and advantageous currency environment.

25 Driven by strong volume and favorable currency effects, sales went up 10% to 566 million euros.
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Table B.2 — Examples of generated paraphrases for an input sample with neutral ground-truth label.
Sample 0 is the original text from FPB, and samples 1-25 are the GPT-40 generated paraphrases.

Number Original Sentence (0) and Generated Paraphrases (1-25)

0 Tiimari operates 194 stores in six countries — including its core Finnish market — and generated a
turnover of 76.5 mln eur in 2005.

1 Tiimari runs 194 outlets across six nations, including its primary market of Finland, achieving 76.5
million euros in turnover in 2005.

2 In 2005, Tiimari operated 194 retail locations across six countries, with Finland being the main market,
generating 76.5 million euros in sales.

3 With 194 stores in six countries, Tiimari’s core market is Finland, and it had a turnover of 76.5 million
euros in 2005.

4 Tiimari boasted 194 stores in 2005, spanning six countries, and its primary market, Finland, contributed
to a 76.5 million euro turnover.

5 Operating 194 stores in six nations, Tiimari focused on Finland in 2005, resulting in a 76.5 million euro
turnover.

6 In six countries, including Finland, Tiimari’s 194 stores achieved a turnover of 76.5 million euros in
2005.

7 Tiimari’s operations in 194 stores across six countries, with Finland as the core market, produced a
turnover of 76.5 million euros in 2005.

8 The Finnish market was central for Tiimari’s 194 stores in 2005, operating in six countries and gener-
ating 76.5 million euros in turnover.

9 Tiimari operated 194 outlets in six countries in 2005, focusing on Finland, and garnered a 76.5 million
euro turnover.

10 In 2005, Tiimari’s 194 stores across six countries, including its main Finnish market, totaled a turnover
of 76.5 million euros.

11 With Finland as its core, Tiimari managed 194 stores in six countries in 2005, achieving a 76.5 million
euro turnover.

12 Tiimari’s 194 stores across six countries, with Finland being its core market, earned a turnover of 76.5
million euros in 2005.

13 Six countries, including Finland, housed Tiimari’s 194 stores, which generated 76.5 million euros in
turnover in 2005.

14 Tiimari achieved a 76.5 million euro turnover in 2005 with its 194 stores across six countries, centering
on Finland.

15 In 2005, Tiimari’s 194 stores, spread over six countries including its main Finnish market, posted a
turnover of 76.5 million euros.

16 With Finland as the core, Tiimari operated 194 stores across six nations in 2005, achieving a turnover
of 76.5 million euros.

17 Tiimari’s 194 retail locations in six countries, with Finland as the main market, resulted in a 76.5
million euro turnover in 2005.

18 Across six countries, Tiimari’s 194 stores, including the key Finnish market, reported a turnover of 76.5
million euros in 2005.

19 In 2005, Tiimari’s 194 stores across six nations generated a turnover of 76.5 million euros, with Finland
as the main focus.

20 Tiimari’s operations in six countries, with 194 stores and a key focus on Finland, recorded a 76.5 million
euro turnover in 2005.

21 Tiimari had 194 stores in six countries, including its crucial Finnish market, and achieved a turnover
of 76.5 million euros in 2005.

22 In 2005, Tiimari’s core Finnish market and other five countries housed 194 stores, yielding a turnover
of 76.5 million euros.

23 Tiimari, operating 194 stores in six countries, focused on Finland in 2005, recording a turnover of 76.5
million euros.

24 The core Finnish market and five other countries saw Tiimari operate 194 stores, with a 2005 turnover
of 76.5 million euros.

25 Tiimari ran 194 stores in six nations in 2005, including Finland at its core, reaching a turnover of 76.5

million euros.
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Table B.3 — Examples of generated paraphrases for an input sample with negative ground-truth label.
Sample 0 is the original text from FPB, and samples 1-25 are the GPT-40 generated paraphrases.

Number Original Sentence (0) and Generated Paraphrases (1-25)

0 JP Morgan expects that Scala will lower Nobel Biocare’s growth forecast for 2007 from the current
guidance of 23-25 pct, as well as the operating margin target from the current 34-35 pct.

1 JP Morgan predicts that Scala will reduce Nobel Biocare’s 2007 growth forecast from 23-25 pct and
their operating margin target from 34-35 pct.

2 According to JP Morgan, Scala is likely to cut Nobel Biocare’s growth outlook for 2007 from the existing
23-25 pct and the operating margin goal from 34-35 pct.

3 JP Morgan anticipates that Scala will bring down Nobel Biocare’s 2007 growth estimate from the
projected 23-25 pct and the operating margin aim from 34-35 pct.

4 JP Morgan projects that Scala will decrease Nobel Biocare’s growth forecast for 2007 from 23-25 pct
to a lower figure, along with the operating margin from 34-35 pct.

5 JP Morgan foresees Scala reducing Nobel Biocare’s 2007 growth forecast from 23-25 pct and their
operating margin outlook from 34-35 pct.

6 JP Morgan suspects Scala will revise Nobel Biocare’s 2007 growth projection downward from 23-25 pct
and also lower the operating margin target from 34-35 pct.

7 JP Morgan plans for Scala to lower Nobel Biocare’s growth forecast for 2007 from 23-25 pct and the
operating margin target from 34-35 pct.

8 JP Morgan estimates that Scala will revise Nobel Biocare’s 2007 growth expectations down from 23-25
pct and adjust the operating margin goal from 34-35 pct.

9 As per JP Morgan, Scala is anticipated to cut Nobel Biocare’s forecasted 2007 growth from 23-25 pct
and operating margin expectations from 34-35 pct.

10 JP Morgan opines that Scala will reduce Nobel Biocare’s growth forecast for 2007 from the established
23-25 pct, along with the operating margin target from 34-35 pct.

11 JP Morgan suggests that Scala will lower Nobel Biocare’s 2007 growth forecast from 23-25 pct and the
operating margin aim from 34-35 pct.

12 According to JP Morgan’s expectation, Scala will likely diminish Nobel Biocare’s growth projection for
2007 from 23-25 pct and their margin goal from 34-35 pct.

13 JP Morgan indicates that Scala will decrease Nobel Biocare’s growth forecast for 2007 from 23-25 pct
and the operating margin target from 34-35 pct.

14 JP Morgan forecasts Scala will reduce Nobel Biocare’s projected 2007 growth from 23-25 pct and the
operating margin target from 34-35 pct.

15 JP Morgan’s analysis shows that Scala will lower Nobel Biocare’s 2007 growth forecast from 23-25 pct
and the operating margin goal from 34-35 pct.

16 JP Morgan expects Scala to downgrade Nobel Biocare’s 2007 growth forecast from the current 23-25
pct and also reduce the operating margin target from 34-35 pct.

17 JP Morgan believes Scala will scale back Nobel Biocare’s 2007 growth prediction from 23-25 pct and
curb the operating margin target from 34-35 pct.

18 JP Morgan has reported that Scala will lower the 2007 growth forecast for Nobel Biocare from 23-25
pct along with the operating margin from 34-35 pct.

19 JP Morgan’s expectations are that Scala will cut Nobel Biocare’s growth forecast for 2007 from 23-25
pct and also reduce the operating margin target from 34-35 pct.

20 JP Morgan envisages that Scala will lessen Nobel Biocare’s 2007 growth forecast from 23-25 pct to a
lower figure and the operating margin from 34-35 pct.

21 JP Morgan insights suggest that Scala will lower Nobel Biocare’s projected 2007 growth from 23-25 pct
and the operational margin aim from 34-35 pct.

22 JP Morgan is expecting Scala to downgrade Nobel Biocare’s growth forecast for 2007 from the given
23-25 pct and the operating margin target from 34-35 pct.

23 JP Morgan anticipates Scala will decrease the growth forecast for Nobel Biocare’s 2007 from the present
23-25 pct and their targeted operating margin from 34-35 pct.

24 JP Morgan sees Scala reducing Nobel Biocare’s growth expectations for 2007 from 23-25 pct and
similarly reducing the operating margin forecast from 34-35 pct.

25 JP Morgan’s projections imply that Scala will lower Nobel Biocare’s 2007 growth forecast from the

current 23-25 pct and their operating margin target from 34-35 pct.
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